
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
 

 Real-Time Fraud Monitoring and Protection System 

The demand for ATM and debit 

payment networks has grown 

considerably around the world.  

With over a billion debit and credit 

cards issued in the United States 

(Nilson Report, 2010), and 

Mastercard & Visa estimating card-

related fraud to exceed $10 billion 

worldwide each year, there has 

never been a greater need for fraud 

protection. While other systems may 

offer the ability to review old 

transactions to determine fraud 

patterns, few systems can offer real-

time fraud evaluation, detection and 

prevention. Thus, the opportunity 

for banks and financial institutions 

to deploy an effective real-time 

fraud protection and monitoring 

system seamlessly within their 

ATM/EFT network is here. 

Functions & Benefits  
¶ Offer bank customers risk management and fraud prevention 

¶ Identify and prevent fraud before it happens 

¶ Use a rules-based system with real-time transaction processing 

and decision-making to block fraudulent transactions  

¶ Provide near real-time (or background) historical data and 

fraud detection 

¶ Protect cardholders and boost customer confidence 

¶ Meet the requirements of todayõs security standards 

¶ Avoid legal issues, liability and litigation 

 

 

 
¶ Review transaction data, rules validation, results, and 

statistics using the systemõs fraud monitor interface 

¶ Designate specific merchant categories and countries as 

òriskyó 

¶ Configure and manage the system using an intuitive 

client-based windows interface 

¶ Set limits on amounts and number of purchases that 

might be perceived as fraudulent by cardholder 
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FraudBlockË 

FraudBlockË is a comprehensive fraud detection and prevention solution that is integrated 

with SWITCHWARE and designed to provide online real-time and near real-time fraud 

protection. The real-time mode provides online authorization decisions to identify and 

prevent fraud before it happens. The near real-time (or background) mode accumulates 

historical data to identify fraud patterns after the transaction has been processed and to 

establish rules for transaction blocking. Using a parameterized rules-based structure, the 

system is capable of processing a transaction and can filter it through the fraud-rules in a 

matter of milliseconds. The dynamic, rules-based nature of the system also allows flexible 

tailoring for current and future business requirements, and users can configure and manage 

functions in FraudBlockË using an intuitive user interface. Users will have total control over 

every possible situation, and in some cases they can choose to either record a suspected 

transaction or deny it.  

 

 

 

 

 

 

The Rules Explained  

FraudBlockË comes with 14 pre-loaded rules that can be parameterized to manage rules 

validation. Each time a transaction is processed, it is validated against the limits or 

parameters set for each rule. If a transaction fails a specific rule the system will either void 

the transaction or make a note of the failure for future review. Real-time rules are those 

rules the system validates when a transaction is being processed for approval. Near real-

time rules are those rules that the system will validate after the transaction has already been 

processed for approval. Rules are based on spending patterns such as identifying specific 

amounts, specific locations, a set number of purchases in a given amount of time, or other 

similar categories. For example, one rule examines whether a transaction has exceeded a 

pre-defined amount in foreign country that was designated as òriskyó. If the amount 

exceeds the limit, then the transaction fails the rule and it is either voided or recorded. The 

same risky classification can be applied to merchants or merchant categories. Custom rules 

can also be built based on a institutionõs unique requirements or needs. 

 

About CSFi 

CSF InternationalË is a global leader in 

providing software for payment 

authorization, transaction switching, ATM 

driving, and debit card management. The 

company's software solutions offer 

services to hundreds of companies in over 

twenty countries, processing millions of 

transactions each year, and supporting 

thousands of ATM and POS terminals 

worldwide. Clients range from community 

banks and credit unions, to national banks, 

to multi-bank holding companies and to 

processing centers worldwide.  

 

 
 


